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I Firmware Update Application User Guide

Application Note for 32-bit NuMicro® Family

Document Information

Abstract Demonstrate how to implement the firmware update application
under the M2354 architecture.

Apply to NuMicro® M2354 Series.

The information described in this document is the exclusive intellectual property of
Nuvoton Technology Corporation and shall not be reproduced without permission from Nuvoton.

Nuvoton is providing this document only for reference purposes of NuMicro microcontroller based system design.
Nuvoton assumes no responsibility for errors or omissions.

All data and specifications are subject to change without notice.

For additional information or questions, please contact: Nuvoton Technology Corporation.

Www.nuvoton.com

July. 10, 2020 Page 1 of 14 Rev 1.00


http://www.nuvoton.com/

NnUvoTOoN

Table of Contents

1 SAMPLE CODE INTRODUCTION .ioimmsssmsmsesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 3

2 THE OPERATION OF FIRMWARE UPDATE SAMPLE CODE ....ccoinnnmnmmmsssssssnnnns 5

July. 10, 2020 Page 2 of 14 Rev 1.00



NUVOTON

1 Sample Code Introduction

M2354 BSP provides a firmware update application sample code in:
\bsp\SampleCode\StdDriver\FMC_FwUpdateApplication

This sample code implements a firmware update application under the Dual Bank APROM
architecture of the M2354. There are three main programs:
® BackupApp:
A backup program which can be executed correctly. It is placed in the program
execution area of APROM Bank1, which is the Bank1 App base in the figure below.
® |oader:
A program which performs the control flow of system startup and firmware updated. It
is placed at the starting address of APROM BankO0, which is the Loader base in the
figure below.
® App:
An executable program that is placed in the program execution area of APROM Banko,
which is the BankO App base in the figure below; it may be active firmware or new
firmware.

0x0007_FFFF 0x000F_FFFF

App Backup firmware

Bank0 App base > I-2x0000 8000 UxO0IOREE00 Bank1 App base
Loader
Loader base  0x0000 0000 [ 0x0008_0000
APROM BankO APROM Bank1
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The system control flow is as follows:

‘Banko Loader processing ‘

[BankO App processing |

[Bank1 Loader processing |

[Bank1 App processing |

System reset

Firmware
upgrade?

Download New
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2 The Operation of Firmware Update Sample Code

Before executing the program, first define the firmware naming used in the operation steps:

® Active firmware :
The firmware that was initially placed in the BankO App area is also the firmware that
the system executes under normal condition.

® New firmware :
The new firmware loaded in firmware update process.

® Backup firmware :
A firmware that allows the system to resume the normal execution when active
firmware or new firmware fails to executed.

Then start the execution of the program. First, load the backup executable program into the
program execution area of Bank1.

In \bsp\SampleCode\StdDriver\FMC_FwUpdateApplication\BackupApp\KEIL, open the project
BackupApp.uvprojx. After compiling done, click the “LOAD” button to load the backup
firmware into the firmware execution area of Bank1. As shown in the figure below:

File Edit WView Project Flash Debug Peripherals Tools SVCS Window Help

L_"E.H.j| J!_L.| | |TF'1‘ |;?'? |._E§Enterw.fDMode E|_-=-,Q,nﬁ|@,v|
© 1 8 - 0 |[38] sacupane By
Project L] =1

§4 Download (F8)

=% Project: BackupApp Download code to flash memory

-3 Backupipp 5T Tint32_t u32i, u32RoBase = 0x0, u325um = 07
=5 CMmsIS Az
133 /* Di=sable register write-protection function *
8 L] system M2354.c 134 SY5 UnlackReg () :
] startup_M2354.5 135

Then back to \bsp\SampleCode\StdDriver\FMC_FwUpdateApplication > open the project

FMC_FwUpdateApplication.uvmpw. This project has two targets: Loader and App. First select
the Loader target. As shown in the figure below:

File Edit WView Project Flash Debug Peripherals Tools SWVCS  Window Help
5 Ad| | | | | = = | @ enterpwomode 2 Q-
ILII_;I@' |%£ Loader E£i|é%i:?/}\

Project o (=]
SRES) Work5Space

+-“T5 Project: App

= “T¢ Project: Loader
—|-4#% Loader

= CMSIS

+ _1 systern_M2354.c

1 startup M2354.5

Set as Active Project I
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After compiling done, click the “LOAD” button to load the Loader into the BankO Loader
execution area. As shown in the figure below:

| File Edit W“iew Project Flash Debug Peripherals Tools 5VCS  Window Help
NS0 4 wih|a o ™R M| ZEE M| B enterrwOMode BRI R
I@Mﬂ$'|-ﬂ|lu&del E3&|£%’?@

Project 5 Download (F8)
EREE WorkSpace Download code to flash memory
ﬁ? Project: App
‘ Eﬁ? Project: Loader
Eﬁ Loader

o5 cmsis
| systern_M2354.c

| startup_M2354.5

¥

i Y
e

Then select the App target. As shown in the figure below:

| File Edit View Project Flash Debug Peripherals Tools SVCS  Window Help
Nz dd| s @9 o BB W M| EEE | B eerwomose [ B #| @
@llllﬁl$'|%|luadﬂ E£ﬂ|ﬁ%’?@

Pl Y
Ca owy

=2 WorkSpace
EI% Project: App
- Bk App
. olE oss
| system_M2354.c
@ startup_M2354.5

Set as Active Project

After compiling done, click the “LOAD” button to load the App into the BankO App execution
area. As shown in the figure below:

| File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
-E - IEET - R ™R M| EEE | B enterwDMode Ma e a-|
.@m@$'|lmdﬂ Elﬁﬁ|£%’$@

'¥3 Download (F8)

i 'y
)

=EH WorkSpace

Download code to flash memory
=%
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After the three programs being downloaded, press the reset button on the M2354 to start the
system. When the system is started for the first time, the loader of Bankl1 will be created for
Bank Remap to execute Backup firmware when the firmware update fails. After the Bankl
Loader is created, a dialog message will appear, allowing the user to decide whether to
execute BankO firmware (Active firmware). As shown in the figure below:

BANK® Loader processing

Loader® checksum: Bx229z3fae
Loaderl checksum: Bx1bd3eabd
App® checksum: @xb 30a
Appl checksum: Bx2c/b8e96

Firmware CRC in [Bx7f808] is [Bxffffffff]

Update Firmware CRC in [@x7f808] is [0xb886a3Ba]
Backup Firmware CRC in [8x7f808] is [@xffffffff]
Update Firmware CRC in [8x7f808] is [0x2c7bB8e96]

Create BANK1 Loader...
Create Bankl Loader completed!

Execute BANK® APP? [y/n]

If user selects to execute the active firmware, the system starts the active firmware and a
dialog message appears, allowing the user to select to test the success or failure condition.
As shown in the figure below:

Execute BANK® APP? [y/n]

User select [y]

BANKG® APP processing (Active firmware)

Self test pass? y/n

If user selects to test the successful execution of the firmware, a successful message will be
shown and the active firmware will continue to run. As shown in the figure below:
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BANK® APP processing (Active firmware)

Self test pass? y/n
User select [y]

Self test passl!l!l

Firmware processing.... cnt[999]

If user selects to test the failure of firmware execution, a failure message will be shown. After
Watch Dog determines that the firmware has caused the system to stall for more than its
timeout, Watch Dog restarts the Loader. After the Loader is started, it is determined that the
execution of the BankO firmware has failed, so the user presses any key to execute Bank
Remap, and returns to the Backup firmware of Bankl to execute. As shown in the figure
below:

BANKB APP processing (Active firmware)
Self test pass? y/n
User select [n]

Self test faillll

Enter power down...

BANK@ Loader processing

Loader® checksum: @x229a3fae
Loaderl checksum: 29a3ifae
App@ checksum: @xb886a3Ba
Appl checksum: 8x2c7b8e96

Firmware CRC in [@x7f800] is [@xb886alBa]

Backup Firmware CRC in [@x7F888] is [@x2c7bBe96]

=== System reset by WDT time-out event ===
Any key to remap back to backup FW

The execution if Backup firmware is shown in the figure below :
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BANK1 Loader after remap

BANK1 APP processing (Backup firmware)

Self test pass!!!
Firmware processing.... cnt[999]

The above is the operation flow of executing Active firmware. The following describes how to
update the firmware. First, start from the Loader and ask the user whether to execute the
BankO App. At this time, user must select not to execute the BankO App, so that the program
continues to execute in the loader. As shown in the figure below:

BANK® Loader processing

Loader® checksum: 8x229a3fae

Loaderl checksum: 0x229a3fae

App@ checksum: @ a3ba

Appl checksum: @x2c7b8e96

Firmware CRC in [@x7f888] is [©xb886a3Ba]

Backup Firmware CRC in [Bx7f888] is [Bx2c7b8e96]

Execute BANKB APP? [y/n]

Then a dialog message will appear to let user select whether to update the firmware. As
shown in the figure below:

Execute BANK® APP? [y/n]

User select [n]

Download new firmware?

When user selects to update the firmware, the Xmodem transmission start character ‘C’ will
appear. As shown in the figure below:
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Download new firmware? [y/n]

User select [y]

Bank® processing, download data to Bank@ APP Base.

Then select “File=>Transfer>XMODOM->Send” in the UART window to start Xmodem
transmission. As shown in the figure below:

L COM42:115200baud - Tera Term ;i- - , - ’ - .
— — i

IFiIeIEdit Setup  Control Window KanjiCode Help

MNew connection... Alt+MN
Duplicate session Alt+D
Cygwin connection Alt+G
Log...

Comment to Log...
View Log

Show Log dialog...

Send file...
I Transfer 4 I Kermit
SSH SCP... I XMODEM 3 I Receive...
Change directory... YMODEM » Send...
Replay Log... ZMODEM »
TTY Record B-Plus '
TTY Replay Quick-VAN
Print... Alt+P ]
Disconnect Alt+1
Exit Alt+Q data to Bank@ APP Base.

A window of “XMODEM Send” will appear, then select NewApp.bin provided in Sample code
(located in \ bsp \ SampleCode \ StdDriver \ FMC_FwUpdateApplication). As shown in the
figure below:
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~ Tera Term: XMOD!

Loak in: FMC_FwUpgradeApplication - @ ¥ m"

Mame : Date modified i

T Firmware_Upgrade_App_User_Guide_EN.pdf  2020/7,/7 T 02:24
T Firmware_Upgrade_App_User_Guide_TC.pdf  2020/7,/7 T 5 02:24

®| FMC_FwUpgradeApplication.mpw 2020777 HF02:24
E| FMC_FwUpgradeApplication.uvmpw 2020/7/8 T 0237 |-

FMC_FwUpgradefpplication.uvmpw.uvgui...  2020/7/8 T 02:37

[ newhpp.bin | 2020/7/8 &2 02:00
i TIITE, MewApp bin
Files of type: Al »| | cancel |

Help

Option
@) Checksum CRC 1K

After double-clicking on the bin file, the file transferring will be started. As shown in the figure
below:

{Tera Term: XMODEM

e

‘ Filename: Newﬂpp.hin

Protocol: XMODEM [CRC]
Packetit: 64
Bytes transfered: 8192
Elapsed time: 0:01 [5.12KB{s]

F 76.8%

After the transfer is completed, return to the original debug window, and a "Firmware
download completed!!" message will appear, indicating that the firmware update is complete.
As shown in the figure below:

Xomdem transfer done!
Total trnasfer size is 18496

Firmware download completed!!

Any key to execute new firmware

After updating the firmware, press any key to execute new firmware. As shown in the figure
below:
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BANK® APP processing (New firmware)

Self test pass? y/n

User select [y]

Self test pass!l!!

Firmware processing.... ent[999]

The execution test of new firmware is the same as the previously described Active firmware.
User can select to test the successful or failed firmware execution.
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Revision History

Date Revision Description

2020.07.10 1.00 1. Initially issued.
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Important Notice

Nuvoton Products are neither intended nor warranted for usage in systems or equipment, any
malfunction or failure of which may cause loss of human life, bodily injury or severe property damage.
Such applications are deemed, “Insecure Usage”.

Insecure usage includes, but is not limited to: equipment for surgical implementation, atomic energy
control instruments, airplane or spaceship instruments, the control or operation of dynamic, brake or
safety systems designed for vehicular use, traffic signal instruments, all types of safety devices, and
other applications intended to support or sustain life.

All Insecure Usage shall be made at customer’s risk, and in the event that third parties lay claims to
Nuvoton as a result of customer’s Insecure Usage, customer shall indemnify the damages and liabilities
thus incurred by Nuvoton.

Flease note that all data and specifications are subject to change without notice.
All the trademanrks of products and companies mentioned in this datasheef belong to their respective owners.
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